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1 Introduction
Automatic de-identification of free-text descriptions of
suspected adverse drug reactions may enable analyses that
help improve patient safety without compromising
confidentiality. New medicines are extensively tested before
they are approved for real-world use, but additional adverse
reactions are often identified once broader groups of patients
begin to use the medicines in less carefully controlled
settings. This is the focus of pharmacovigilance, which is the
science and activities relating to the detection, assessment,
understanding, and prevention of adverse effects or any other
drug-related problem. VigiBase is the World Health
Organization’s global database of individual case safety
reports. As of May 2018, VigiBase contains 17 million
reports from 131 countries. These reports have been
submitted by health professionals and patients, and include
both structured data and free-text narrative descriptions of the
adverse events experienced by the patient. Both the structured
data and the free-text descriptions can be crucial to evaluate
the link between the medicine and the event [Karimi et al.,
2014], as well as its impact, but concerns about patient
privacy and confidentiality may limit their availability to
scientists and professionals working to ensure safe and
effective use of medicines. If the free-text descriptions could
be de-identified by automatically removing personal
identifiers, they could be shared more reliably and allow
more thorough evaluation of suspected adverse drug
reactions.
De-identification of free-text descriptions is more
challenging than the de-identification of structured data,
since elements that serve as personal identifiers must first be
identified in the free text using natural language processing.
In recent years, advances in deep learning have enabled
improved natural language processing for various tasks
[Collobert et al., 2011; Mikolov et al., 2010] and some
researchers have explored the use of deep neural networks
specifically for de-identification [Dernoncourt et al., 2017; Li
et al., 2016]. We are not aware of research projects looking
at the de-identification of free-text descriptions of suspected
adverse drug reactions, but the related task of de-identifying
free-text descriptions in medical records was the focus of the
i2b2 challenge in 2014 [Stubbs and Uzuner, 2015], which

also provides an annotated reference set for training and
validation.
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Aim

To develop a method for de-identification of free-text
narrative descriptions of suspected adverse drug reactions;
presented here, are intermediate results of ongoing research.
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Method

Our de-identification method is an ensemble which combines
the predictions of several models through logistic regression.
The ensemble assigns the binary label ‘personal’ or ‘nonpersonal’ to each token of the narrative, and for this study, we
considered names, dates, and locations as personal
identifiers, and all other tokens as not personal identifiers
(‘non-personal’). Our ensemble method includes deep neural
networks trained to assign different labels to the tokens in the
narrative, such as ‘Patient name’, ‘Doctor name’, ‘Date’ and
‘City’. The first layer of all the deep neural networks used
here is an embedding layer that is pre-trained using GloVe
word embeddings [Pennington et al., 2014]. The next layer is
a Long Short-Term Memory in some networks, and three
stacked Convolutional Neural Network layers in the others.
A probability output for each of the labels is produced by a
dense layer with a softmax function. If the ‘non-personal’
label is predicted with a probability greater than or equal to
90% then the final output of that neural network is ‘nonpersonal’. Otherwise, its final output is the ‘personal’ label
with highest probability. The ensemble also includes a
logistic regression model, based on a window of words
around the token of interest, which selects the output label in
the same way as the neural networks. The ensemble further
includes a standard part-of-speech tagger, as well as a rulebased component that uses regular expressions and dictionary
lookups to label ‘personal’ and ‘non-personal’ parts of the
text.
Large amounts of annotated data are required for training
deep neural networks but, at this point of our research, there
is a shortage in annotated VigiBase narratives. We therefore
used the i2b2 de-identification challenge data set as a starting
point for our model training. Fine-tuning the neural networks
on VigiBase data will be explored during future work. We

trained the individual algorithms on the 521 medical records
in the training set of the 2014 i2b2 de-identification challenge
data, and we trained the ensemble on 3/4 of the 269 records
in the validation set from the same challenge. The method
was evaluated on the remaining 1/4 of the i2b2 2014
validation set which was held out for that purpose, as well as
on 300 VigiBase narratives that had been annotated as part of
an earlier research project [Sahlström, 2015].
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Results

In our evaluation against the held-out 1/4 of the i2b2
validation data, 95% of the personal identifiers was correctly
recalled with a precision of 90%. On VigiBase narratives, the
method trained on i2b2 data reached a recall of 90% and a
precision of 45% for personal identifiers. For both the i2b2
data set and for VigiBase, partial misses of personal
identifiers such as not removing ‘of’ in ‘4th of May’ or not
removing ‘Home’ in ‘Perth Nursing Home’ count as false
negatives. This decreases nominal recall even though these
tokens on their own do not convey enough information to
compromise patient confidentiality.

5

Conclusions

The proposed method can remove personal identifiers in freetext narrative descriptions of suspected adverse drug
reactions with high recall and intermediate precision even
though it was trained only on medical records. Fine-tuning,
and possibly re-training parts of, the method directly on
reports of suspected adverse drug reactions can be expected
to improve performance even further.
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